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To:  Finance  From;  Operational  Technology 

Re:  268-HQ-1068430,  07/6/2007 


Sole  Source  JuBtiflcation 


The  Contracting  Officer  Technical  Representative  fCOTR) 
for  this  procurement  is ‘ Electronics  Technician  (ET) | 

iand  can  be  contacted  at  the  Engineering  Researcn  Facility, 
in  Quantico,  Virginia,  for  any  questions. 
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Statement  of  Work  for 
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Directorate  of  Science  and  Technology 
U.S.  Department  of  Homeland  Secnrity 
Cyber  Security  Division  (CSD) 


r 


j 


L Bacl^round 


The  U.S.  Depaitment  of  Homeland  Security  (DHS)  is  committed  to  using  cutting-edge 
technologies  and  scientific  talent  in  its  quest  to  make  America  safer.  The  DHS  Directorate  of 
Science  and  Technology  (S&T)  is  tasked  with  researching  and  organizing  the  scientific, 
engineeiing,  and  technological  resources  of  the  United  States  and  leveraging  these  existing 
resources  into  technological  tools  to  help  protect  the  homeland.  The  DHS  S&T  Cyh&  Security 
Division  intends  to  enhance  the  capabilities  of  DHS  Law  Enforcement  Officers  (LEOs)  by 
developing  technology  that  increases  operational  efficiency  and  creates  new  capabilities. 


Law 

"L 


b3 
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n.  Scope  of  Work 

Task  1.  The  nerformer  will  nafortn  analysis,  modeling,  and  testing  to  verify  the  capabilify  of  the 


• The  developet 

should  also  continue  to 

1 

Distribution  is  autitorized  to  U.S.  government  agencies  only.  Contains  infiormation  tfaat  may  be  exempt  from  public 
release  under  die  Freedom  of  Ihfrirmafron  Act  Before  this  SOW  is  released. to  ibe  public,  approval  is  required  by 
the  Department  of  Homeland  ^|uri^  Directorate  of  Science  and  Technology. 


Deliverables: 


b 


port  of  analysis,  modeling  and  testing  that  verifies  the  capability  ofl 


Milestones: 

• Kickoff  meeting  will  be  held  no  later  than  30  days  after  contract  award. 

* 

• Prelimmary  design  review  shall  be  held  2 months  after  contract  award.  The  performer 
shall  provide  a FDR  iqjort  to  the  DHS  S&T  Technical  R^resentatlve  no  later  than  2 
weeks  after  the  completion  of  the  meeting. 

• A Critical  design  review  shall  be  conducted  6 months  after  contract  award.  The 
performer  shall  deliver  a CDR  report  to  the  DHS  S&T  Technical  Representative  2 weeks 
after  the  completion  of  the  meeting. 

• The  performer  shall  conduct  a demonstiation/user  acceptance  test  of  the 

with  DHS  law  enforcement  and  S&T  representatives  and  shall  produce  a tail  report  of  me 
conduct  of  the  test  and  User  acceptance/r^ecdon  with  a mitigation  plan  in  case  of  user 


2 

Distribadon  is  au^orized  to  U.S.  government  agencies  only.  Contains  infbmiation  that  may  be  exempt  from  public 
release  under  die  Freedom  of  Infimnadon  Act  Before  this  SOW  Is  released  to  the  public,  af^roval  is  requited  by 
the  Department  of  Homeland  Secuiiw  Directorate  of  Science  and  Technology. 

CEIL/OTD  030396 


J 


J 


rejection.  Tesdi^  shall  be  conducted  no  later  than  2 weeks  prior  to  the  end  of  the  period 
of  performance. 

• Transition  of  deliverables  to  a designee  of  DHS  S&T  at  the  end  of  the  period  of 
perfonnance. 


Personnel  provided  b; 
necessary  to  successfi 
the  foUowingi 


complete 


ill  have  the  skills  and  technical  back^ound 
d^ribed  in  this  SOW,  including  but  not  limited  to 


m*  other  Contract  Details 


1.  Period  of  Performance.  The  period  ofper&nnance  for  this  SOW  is  through  August  2012. 
All  deliverablesAnilestones  are  expected  at  their  specified  date  in  the  above  deliverable 
/milestone  schedule.  An  additional  90  days  has  been  added  to  the  petfbnnance  period  to 


allow  for  the  review,  preparation  and  submission  of  deliveimbles  andelosemit  aetivtties  l 

DHS  personnel.  DHS  may  give  subsequent  extension  notices  to [ 

jin  writing  for  further  performance  in  accordance  with  the  terms  if  this 


b5 

b7E 


2.  Travel  Travel  to  Washington,  DC  is  required  in  performance  of  these  duties.  Ttie  number 
of  personnel  and  firequency/number  of  trips  shall  be  proposed  by  the  performer  in  support  of 
the  project, 

3.  DHS-Fumished  Infoimation.  No  DHS-fiimished  information  is  required  for  the 
performance  of  the  duties  outlined  in  this  SOW. 

4.  DHS-Famished  Facilities,  Supplies,  and  Services.  No  DHS-fiiimshed  focilities,  supplies, 
and  services  are  required  for  the  performance  of  the  duties  outlined  in  the  SOW. 

5.  Place  of  Performance. will  perform  the  work  under  this  SOW  at  land  contractor 

facilities. 


6.  DHS-Fumished  Property.  Before  purchasing  any  individual  item  equal  to  or  exceeding 
that  is  required  to  support  technical  tasks  performed  pursuant  to  this  SOWj  [ 

shall  obtain  tiie  DHS  S&T  Technical  Representative’s  prior  written  consent.  The  DHS  S&T 
Technical  Representative  may  lo^yeroriyse  the  aforementioneq  jthreshold  at  his/her 

discretion  and  on  written  notice  to  ilftfae  DHS  S&T  TeehnicaJ  Representative  consents 

to  such  purdiase,  sudi  item  shall  become  the  property  of  DHS.{  {will  maintain  any  such 

items  according  to  currently  existing  property  accountability  proce3ures.  The  DHS  S&T 
Technical  Represent^ve  will  determine  the  final  disposition  of  any  such  items. 


3 

Distribution  is  authorized  to  U.S.  government  agencies  only.  Contains  informatimi  that  may  be  exempt  from  public 
release  under  the  Freedom  of  Information  Act  Before  this  SOW  is  released  to  the  public,  lyiprovat  b required  by 
the  D^artment  of  Homeland  Secuii^  Directorate  of  Science  and  Teduiology. 

CKLL/QJO  Q30S9T 


7.  Deliverables. will  provide  all  deliverables  identified  in  this  SOW  directly  to  the  DHS 

S&T  Technical  Representative. 

* 

8,  Funding  Requirements.  DHS  will  provide  funding  to ^ n accordance  with  DHS 

appropriations  and  available  funds  pursuant  to  the  budget  outlined  below.  Amounts  will  be 
deobligated  to  the  extent  that  the  servicing  agwcy  has  not  incurred  obligations  before  the  end  • 
of  the  period  of  availability  of  that  appropriation.  In  accordance  with  the  Anti-Deficiency 
Act,  31  U.S.C,  §1341,  all  payments  Will  be  made  in  advance.  Underno  circumstances  will 
the  amount  paid  be  more  than  the  actual  costs  of  the  goods  or  services.  At  least  quarterly, 
the  patties  will  recondle  balances  related  to  revenue  and  expenses  tor  work  performed  under 
the  agreement. 


Category I Ammiiit 

Labor ^ 

Equipment  

Travel 

Total 


9.  Security  Requiremeato.  All  woik  perfonned  under  this  SOW  is  unclassified  and  the  results 
will  be  publicly  distributed,  unless  othermse  specified  by  DHS. 

10.  Dispute  Resolution.  Should  disagreement  arise  on  the  intopietation  of  the  provisions  of  this 
agreement  the  dispute  shall  be  resolved  pursuant  to  file  Business  Rules  for 
intragovemmental  Transactions  delineated  in  the  Treasury  Financial  Manual,  Vol.  1,  Bulletin 
2007-03,  Section  Vn  (Resolving  Intragovemmental  Disputes  and  Major  Differences.) 

1 1 . Modffkation,  CauceUation,  and  Termination.  Either  party  may  terminate  this  agreement 
with  60  days  written  notice.  If  the  requesting  agency  cancels  the  order,  the  providing  agency 
is  authorize  to  collect  costs  incurred  prior  to  cancellatiCn  of  the  order  plus  any  termination 
costs.  Ihis  agreement  may  be  amended  at  any  time  prior  to  the  teimination  of  this  A^tiement 
upon  written  agreemmt  by  both  parties. 

W.  PoiQts  of  Contact 

Performer  Points  of  Contact  (POCs)  are  as  follows: 


• Technical  POC(s)  — TBD 
Financial  POCfs)  — 


Distribution  is  antbotized  to  U.S.  government  agencies  only.  Contains  inibnnation  that  may  be  exempt  from  public 
release  under  the  Freedom  of  Infoimation  Act  Before  this  SOW  is  released  to  the  public,  approval  is  required  by 
the  Department  of  Homeland  Securiw  Directorate  of  Science  and  Technology. 
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Telephone  No: 
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The  DHS  POCs'are  as  follows: 


lepartmeni  oi  Homeiana  Security/S&T/CS 


Department  of  Homeland  Security 

ATTN:  Science  and  Technology  Directorate,  Office  of  Strategy,  Policy  and 
Budget 


Distribution  is  authorized  to  U.S.  government  agencies  only  Contains  information  that  may  be  exempt  &om  public 
releasaunder  the  Freedom  of  Information  Act  Before  this  SOW  Is  released  to  the  public,  approval  is  requir^  by 
the  Department  of  Homeland  Security  Directorate  of  Science  and  Technology, 
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Attached  is  my  response  to  the!  

questions  appropriatly.  Perhaps] 
the  questions  I could  Trot  answer,  ani 


I Ifs  the  best  I couid  do  at  such  short  notice,  and  1 hope  1 answered  the 
[can  take  a shot  at  It  afterwards  If  this  Is  not  what  they  are  looking  for.  Two  of 
ced  them  with  an  N/A. 
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Pfs  prepare  your  response  using  MS  Word,  Courier  New  12  font  DeadKne  COB  6/13/2007. 


n 


« File:  pdf » 


1/87.  Foreign  Counterinte 


taeelflcatton  Guide  6>3.  dated  1/87.  Foreign  Co 


=t*j  d 1 ^ Al  a I Mi  Z\ 


SECIffiT 


OERiVEOFROM;  6-ST8I  OSesifieatlon  Guide  G-3.  dated  1/87.  Foreign  Counterlntelllaenee  Inve^aatlons 

PTION 1 


SECRET 


S^ET 


\i\\M  mi 


AIL  inFORHATIOH  COHTAinED 
HERZin  15  UMCLAS3IFIED 
DATE*U-20-2012  BT  65179  DHH/ra 


From: 

Sent: 

To: 

Subject: 


c 


liTTTT^irn 
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Attached  is  the  revised  version  of  the  presentation  that  makes  the  two  changes  we  discussed. 
Please  iet  me  know  if  there  any  other  changes  after  it  has  been  reviewed  by  upper  management 


Thanks, 


b3 
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b7C 

b7E 

b5 


Assistant  General  Counsel 
Science  and  Tedinolosy  Law  Unit 
Office  of  the  General  Counsel 
Federal  Bureau  of  Investigation 
Direct  Dial 
Fax: 


TTiis  message  may  be  protected  by  the  deliberative  process  and/or  attomej/^'entpniRYe^es.  Please  do  not  disseminate 
outside  the  FBI  without  the  express  permission  of  OGC  on4^or  the  sender. 


UNCLASSIFIED 
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ALL  lUrOIUIATlOH  COZJTAniED 

KEREI3  I?  UHCLASSIflED 

DATI  II-20-20IZ  BY  &S179  DHH/es 


LEGAL  AND  REGULATORY 


• o o 

OVERVIEW  OF 

b^E 

ISSUES 

bi 

March  2,  2010 

bl£ 


Assistant  General  Counsel 
Science  and  Technology  Law  Unit 
Office  of  the  General  Counsel 
Federal  Bureau  of  Investigation 


Presented  by 


SSA 


P 

Operational  Technology  Division 
Federal  Bureau  of  Investigation 


Law  Enfbrcament  SenaitfvB  - For  OfHdBl  Ubo  OnV  - Do  Not  Dlssofnlnata  OutsTdo  the  FBI  WRhout 

Pennlssloo  trom  the  Office  of  tho  Gensial  Counsel 


BACKGROUND  ON 


o o 


b7E 


Law  Ehibrusment  Senaittve  - For  Oifldal  Use  OnV  - Do  Not  DIseenilnatB  Out^Ido  the  FBI  Without 

PemUosJoo  from  the  Ofiro  of  the  General  Counsel 
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L 

h 


I 
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ALL  ISFORKATION  COSTAIUGD 

HEBEIH  13  roiCLASSiriED 

DATE  U-21-3012  BY  65179  DHH/ts 


l*nn  conftised  - thought  he  was  gone  for  the  day... 


i spoke  to  |a  lltUe  white  ago  and  told  him  to  stand  down  because  there  seems  to  be  a disconnect 
about  the  we  need  that  has  gotten  incorrecOy  melded  together  into  this  draft.  1 had 

someone  In  his  office  and  said  he'd  cat!  me  back  when  he  was  done  (stilt  waiting). 
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Attached  Is  my  rough  draft  for  th 


Iso  has  a older  version  of 
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Sent: 
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CDC  Presentatfon 


SENSITIVE  BUT  UNCLASSIFIED 
NON-RECORD 


Attached  Is  the  portion  of  the  CDC  presentation  that  personnel  will  handle.  We  would  like  all  other  items  (slides) 
that  were  addressed  in  the  original  preseritaHon  to  tiB'Tlsnaled  by  OGC.  After  the  demonstration  would  be  the  best  time  to 
pick  questions  and  issues  concerning  the]  [ 


b3 

b6 

b7C 

b7E 


Please  conta 
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and  we  will  coordinate  accordingly  for  a run-through  of  the  material. 


Please  note  that  our  personnel  will  not  be  available  on  Friday  for  meetings  as  we  will  be  off-site. 


eric  august  2 
2Q07_edltppt 
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HEREIN  13  UNCLASSIFIED 

DATE  li-Zl-50i3  UJ  65179  DHU/rs 


Legal  Update 


iffMwrm 


W 


Agenda 
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□ 


□ 


Geolocating: 


□ Cellular  '‘GPS”  v,  CellSite  data 


□ Role  of  3^^  Party-provider  & 4^  Amendment 

Emergency  Disclosure 


a Prospective  vs.  Stored 

□ Records  vs.  Contents 

□ Authorities  & Immunity 


□ 4*^  Amendment  & Stored  Content 

□ Role  of  3^  Party-Provider 

□ Ramifications:  e.g. 


b3 

b7E 
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CELL/OTO  007678 


Locating  a Cell  Phone 
1.  Cell  Site  Data  — tower/sector 


eolocation 


rom  provider 


Handset-based  (GPS) 

Network-based  (signal  strength 
triangulation) 


zniGO  Qiitnnii 


1 


Access  to  Historical  Location  Data 


□ Past  tower/sector  records  available  using 
2703(d)  order 


□ Historical  GPS  data  typically  does  not  exist 

□ some  exceptions  exist,  such  as  “kiddie-tracking” 
phones  where  iogging  is  expressly  part  of  service 


1 

I 
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LI 
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mioo  ai{i/TB3 


GEOLocation  Data — JS.911 

□ FCC  “Enhanced  911”  mandate  requires 
wireless  telephone  carriers  to  be  able  to 
deliver  certain  location  data  for  91 1 calls 

o Carriers  implement  this  capability  in 
either  of  2 ways: 

a “Handset  solution”:  GPS 

□ FCC  requires  accuracy: 

D to  50  meters  for  67%  of  calls 
a to  150  meters  for  95%  of  calls 

□ “Network  solution”:  Triangulatlon 

□ FCC  requires  accuracy: 

D to  100  meters  for  67%  of  calls 
n to  300  meters  for  95%  of  calls 
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Assistant  General  Counsel 
Science  & Technology  Law  Unit 
Engineering  ResearcLEacitu 
Bldg.  27958A  Rooni  1 
Quanticb.  Va  22135 
Tel! 

F» 
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SCIENCE  & TECHNOLOGY  LAW  UNIT  • OFFICE  OF  THE  GENERAL  COUNSEL 
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Ifi  the  below  an  accurate  accounting  or  the  legal  policy? 


SSA 

Unit  Chief 
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Sentt  Monday.  July  09. 2007  7ij 

To:  I , 

Subject:  hW} 

UNCLASSIFIED 


Cai/DTO 


Any  questions  regarding  this  matter  may  be  directed  to  the  Investlaativa  Law  Uni 
[or  the  Science  and  Technology  Law  Unit 

Hope  all  had  agreat4thlll 
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As  noted,  we  could  draft  a delegation  request  to  DOJ  seeking  approval  foi|_( 
and  CID  have  offered.  Since-we  have  a pending  request  to  DOJ  to  consid^ 
back  to  them  with  this  as  an  alternative  request 


Ibe^rguments  ftiat  you 
we  could  wait  or  go 


PRiViLEGED  DELIBERATIVE  DOCUMENT  - NOT  FOR  DISCLOSURE  OUTSIDE  THE  FBI  WITHOUT  PRIOR  OGC 
APPROVAL 
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Assistant  General  Counsel 
Science  & Technology  Law  Unit 
Engineering  Research  Facility 
Bldg.  27958A  Room  A-207B 


antleo  Va. 22435 


SCIENCE  & TECHNOLOGY  LAW  UNIT 


OFFICE  OF  THE  GENERAL  COUNSEL 
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Can  you  help  with  the  below  question. 


Given  th  J 


liQwe  npd  to  ask  DOJ  what  they  meant  by 
kview  the  entire  order  at 
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Please  way  In  on  this  legal  matter..  And  advise, 
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the  Information  below  viras  cut  and  pasted  directly  from 

email. 

Under  thd 
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My  Section  Chief,  Dave  Johnson,  would  tike  to  attend  and  he  cannot  make  it  tomorrow.  He  is  availEtble  Monday  morning. 
Could  you  meetwidi  us  Monday  morning,  around  10:00  a.m.? 


Please  let  me  know  and  I'll  let  Dave  know. 


Thanks, 


□irporate  Polfcy  BZ 
tD  Ui&fle... 


Unit  Chief 

\fiolent  CrimefiJMalpr  Ofenders  Unit 
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Unit  Chief 
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Its  on  my  Calendar  for  9 Thursday.  Please  forward  the  draft  for  pre  read 
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Sent: 
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NON-RECORD 


How  about  9:00  am? 


Unit  Chief 

Violent  Crimes/Maior  Offenders  Unit 
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Subject!  ' — K 

SENSITIVE  BUT 
NON-RECORD 
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Yes  what  time 


SS/t| 

Un/fcRIeJ 
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Are  you  two  available  for  a final  meeting  re  the  EC  on  th 


this  Thursday  morning? 


id  1 know  [f  that  works  far  you  and  we'll  come  down  to  meet 


Thanks, 


rm  good  for  next  week.  I am  awaiting  word  from  Pittsburg  when  they  want  to  meet  next  week  also  In  regards  to  the  G20.. 
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CELL/OTO  007551 


It  went  well.  Overall,  we  were  in  agreement  had  a couple  of  suggestions  for  changes,  which  we  will 

Incorporate.  They  would  like  to  have  us  come  oown  lo  your  facility  tor  one  more  meeting  that  would  includef 

you  to  finalize  everything  before  the  EC  goes  up  for  approval  and  out  to  the  field.  ' ■ - 


Slid 


Perhaps  early  next  week  would  work  tor  a meefing. 
Let  me  know  when  you  anq 


Thanks, 


m^ht  be  avaOable. 


Unit  Chief 
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How  did  your  meeting  go  yesterday. 
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Subject: 
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Heilo, 

WeS/e  made  saveral  changes  to  the  EC  and  ( forward  the'amended  EC 
it  to  this  email.  IVe  Indicated  changes  to  the  previous  EC  In  red. 

I do  think  it  would  be  worthwhile  tor  us  to  meet  on  this  one  more  fime  to  get  on  the  same  paoel 


rn  be  out  on  AL  next  week,  but  I'll  be  back  in  the  office  the  week  of  the  13th.  Hopefully,  we  can  discuss  this  further  then. 
« File:  Corporate  Policy  EC  to  the.fietd  2.wpd  » 


to 


while  he  was  in  San  Diego.  I'm  attaching 
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ajor  Offenders  Unit 


SENSITIVE  BUT  UNCLASSIFIED 


Gents: 


I am  sending  the  '^comment"  EC  for  your  review,  consideration,  an( 
clarification*.  Please  advise  of  your  comments.. 

<<  File  EC  on  Corporate  Policy, wpd  » « Pile 

Edits -Comments , doc  » 


ston 
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'*what  [n  fhfi  njah°  thg  nnhi  rp_agnn  ngnnlg  a»  FRIMH  hg\/n  Jnha  |s  to  SUppOft  CaSS  agents  h tilB  field.  Thl^ 

ll  know  because  I spent  most  of  my  career  work 
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2)  Good  point,  dually  noted  and  I have  already  made  the  correction  by  adding  AD  Thomas  to  the  approval  line. 

* Just  for  further  reference,  IVe  brought  this  Issue  to  the  attention  of  four  people  from  OGC  and  youYe  the  first  one  thafs 
had  any  Input 
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I win  try  to  read  it  tomorrow. 


Assistant  General  Counsel 
Science  and  Technoiogy  Law  Unit 
Office  of  the  Generai  Counsel 


Federal  Bureau  of  InvesUgafion 
{Offlcd  J 

(CelL I 

{SecfiB 
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PRIVILEGED  ATTORNEY-CLIENT  COMMUNICATION  AND  ATTORNEY  WORK  PRODUCT.  DO  NOT  DISSEMINATE 
WITHOUT  OGC  y^PROVAL 
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I sent  this  to  the  guys  down  at  OGC  but 
let  me  know  If  you  can  look  at  this  In  hl^ 


1. 


ad  his  out  of  office  notification  on  and  It  said  .to  contact  you.  Please 


Thanks 


sd  1 

Vtfliant  nrfmAft  I Inft  - FBIHQ 
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Sent! 
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VCMO  SSAo 


From:  Criminal  Investigative 

Violent  Crimea  /Main' 
Contact:  SSaI 

Approved  By: 
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Drafted  By: 

Case  ID  #:  62F-HQ-C1522631 


Title:  Violent  Crimes 


idance  on  the  ne 


Reference;  2£8-HQ-1068430  Serial  620 
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DECLASSliW  ON:  20340731 
CONFIDBWTJAI- 


I 


( 

I 

1 


1 


CELL^^O  TD 


Ol  2a-S3 


1 


